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Unremarried. A widow or widower who 
has never remarried, or a former 
spouse whose only remarriage was to 
the same military sponsor (periods of 
marriage in this case may be combined 
to document eligibility for former 
spouse benefits). 

Verifying Official (VO). An individual 
who is responsible for validating eligi-
bility of bona fide beneficiaries to re-
ceive benefits and entitlements. 

Ward. An unmarried person whose 
care and physical custody has been en-
trusted to the sponsor by a legal decree 
or other instrument that a court of law 
or placement agency (recognized by the 
Secretary of Defense) issues. Includes 
foster children and children for whom a 
managing conservator has been des-
ignated. Wards must be dependent on 
the sponsor for over half of their sup-
port. An identification card issued to a 
ward may reflect entitlement to med-
ical care benefits with respect to deter-
minations of dependency made on or 
after July 1, 1994, for children who are 
placed in the legal custody of the mem-
ber or former member as a result of an 
order of a court of competent jurisdic-
tion in the United States (or a terri-
tory or possession of the United States) 
for a period of at least 12 consecutive 
months; and either: 

(1) Has not attained the age of 21; 
(2) Has not attained the age of 23 and 

is enrolled in a full-time course of 
study at an institution of higher learn-
ing approved by the administering Sec-
retary; 

(3) Is incapable of self support be-
cause of a mental or physical inca-
pacity that occurred while the person 
was considered a dependent of the 
member or former member; or 

(4) Is dependent on the member or 
former member for over one-half of the 
person’s support; resides with the 
member or former member unless sepa-
rated by the necessity of military serv-
ice or to receive institutional care as a 
result of disability or incapacitation or 
under such other circumstances as the 
administering Secretary may by regu-
lation prescribe; and is not a dependent 
of a member or a former member under 
any other subparagraph. 

Widow. The spouse of a deceased male 
in the uniformed services. 

Widower. The spouse of a deceased fe-
male in the uniformed services. 

§ 161.4 Policy. 
(a) It is DoD policy that a distinct 

DoD ID card shall be issued to uni-
formed service members, their depend-
ents, and other eligible individuals and 
will be used as proof of identity and 
DoD affiliation. 

(b) DoD ID cards shall serve as the 
Geneva Convention Card for eligible 
personnel in accordance with DoD In-
struction 1000.1, ‘‘Identity Cards Re-
quired by the Geneva Convention’’ 
(available at http://www.dtic.mil/whs/di-
rectives/corres/pdf/100001p.pdf). 

(c) DoD ID cards shall be issued 
through a secure and authoritative 
process in accordance with DoD Direc-
tive 1000.25, ‘‘DoD Personnel Identity 
Protection (PIP) Program’’ (available 
at http://www.dtic.mil/whs/directives/
corres/pdf/100025p.pdf). 

(d) The CAC, a form of DoD ID card, 
shall serve as the Federal Personal 
Identity Verification (PIV) card for 
DoD implementation of Homeland Se-
curity Presidential Directive 12, ‘‘Pol-
icy for a Common Identification Stand-
ard for Federal Employees and Con-
tractors’’ (available at http:// 
www.dhs.gov/xabout/laws/gcl

1217616624097.shtm). 
(e) ID cards, in a form distinct from 

the CAC, shall be issued and will serve 
as proof of identity and DoD affiliation 
for eligible communities that do not 
require the Federal PIV card that com-
plies with Homeland Security Presi-
dential Directive 12 and FIPS Publica-
tion 201–1, ‘‘Personal Identity 
Verification (PIV) of Federal Employ-
ees and Contractors’’ (available at 
http://csrc.nist.gov/publications/fips/ 
fips201-1/FIPS-201-1-chng1.pdf). 

§ 161.5 Responsibilities. 
(a) The USD(P&R) shall: 
(1) Oversee implementation of the 

procedures within this part. 
(2) Establish overall policy and pro-

cedures for the issuance of ID cards to 
members of the uniformed services, 
their dependents, and other eligible in-
dividuals. 

(3) Establish minimum acceptable 
criteria for establishment and con-
firmation of personal identity, policy 
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for the issuance of the DoD enterprise 
personnel identity credentials, and ap-
prove of additional systems under the 
PIP Program in accordance with DoD 
Directive 1000.25. 

(4) Act as the Principal Staff Assist-
ant (PSA) for the DEERS, the RAPIDS, 
and the Personnel Identity Protection 
(PIP) Program in accordance with DoD 
Directive 1000.25. 

(5) Maintain the DEERS data system 
in support of the Department of De-
fense in accordance with applicable law 
and directives. 

(6) Develop and field the required 
RAPIDS infrastructure and all ele-
ments of field support to issue ID cards 
including but not limited to software 
distribution, hardware procurement 
and installation, on-site and depot- 
level hardware maintenance, on-site 
and Web-based user training and cen-
tral telephone center support, and tele-
communications engineering and net-
work control center assistance. 

(7) In coordination with the Under 
Secretary of Defense for Intelligence 
(USD(I)), the Under Secretary of De-
fense for Acquisition, Technology, and 
Logistics (USD(AT&L)), and the DoD 
Chief Information Officer (DoD CIO) es-
tablish policy and oversight for CAC 
life-cycle compliance with FIPS Publi-
cation 201–1. 

(8) Establish procedures that will 
uniquely identify personnel with spe-
cific associations with the Department 
of Defense and maintain the integrity 
of the unique personnel identifier in 
coordination with the DoD Components 
in accordance with DoD Directive 
8320.03, ‘‘Unique Identification (UID) 
Standards for a Net-Centric Depart-
ment of Defense’’ (available at http:// 
www.dtic.mil/whs/directives/corres/pdf/
832003p.pdf). 

(b) The Assistant Secretary of De-
fense for Reserve Affairs (ASD(RA)), 
under the authority, direction, and 
control of the USD(P&R), shall develop 
policies and establish guidance for the 
National Guard and Reserve Compo-
nent communities that affect benefits, 
entitlements, identity, and ID cards. 

(c) The Deputy Assistant Secretary 
of Defense for Military Community and 
Family Policy (DASD(MC&FP)), under 
the authority, direction, and control of 
the USD(P&R), shall develop policy 

and procedures to determine eligibility 
for access to DoD programs for MWR; 
commissaries; exchanges; lodging; chil-
dren and youth; DoD schools; family 
support; voluntary and post-secondary 
education; and other military commu-
nity and family benefits that affect 
identity and ID cards. 

(d) The Director, Defense Human Re-
sources Activity (DHRA), under the au-
thority, direction, and control of the 
USD(P&R), shall, in accordance with 
DoD Directive 1000.25: 

(1) Develop policies and procedures 
for the oversight, funding, personnel 
staffing, direction, and functional man-
agement of the PIP Program. 

(2) Coordinate with the Principal 
Under Secretary of Defense for Health 
Affairs (ASD(HA)), and the ASD(RA) 
on changes to enrollment and eligi-
bility policy and procedures pertaining 
to personnel, medical, and dental 
issues that affect the PIP Program. 

(3) Develop policies and procedures to 
support the functional requirements of 
the PIP Program, DEERS, and the 
DEERS client applications. 

(4) Secure funding in support of new 
requirements to support the PIP Pro-
gram or the enrollment and eligibility 
functions of DEERS and RAPIDS. 

(5) Approve the addition or elimi-
nation of population categories eligible 
for ID cards in accordance with appli-
cable law. 

(6) Establish the type and form of ID 
card issued to eligible populations cat-
egories and administer pilot programs 
to determine the suitable form of ID 
card for newly identified populations. 

(e) The USD(AT&L) shall: 
(1) Update the Defense Federal Acqui-

sition Regulation Supplement 
(DFARS), current edition (available at 
http://www.acq.osd.mil/dpap/dars/dfarspgi/
current/index.html) to support require-
ments for CAC and Homeland Security 
Presidential Directive 12 for contracts. 

(2) Ensure that the requirement for 
contractors to return CACs at the com-
pletion or termination of each individ-
ual’s support on a specific contract is 
included in all applicable contracts. 

(f) The USD(I) shall: 
(1) Establish policy for the use of 

DoD issued ID cards for physical access 
purposes in accordance with DoD 
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5200.08–R, ‘‘Physical Security Pro-
gram’’ (available at http://www.dtic.mil/
whs/directives/corres/pdf/520008r.pdf). 

(2) Establish policy for military, ci-
vilian, and contractor employee back-
ground investigation, submission, and 
adjudication across the Department of 
Defense, in compliance with Homeland 
Security Presidential Directive 12 and 
Office of Personnel Management 
Memorandum, ‘‘Final Credentialing 
Standards for Issuing Personal Identity 
Verification (PIV) Cards Under HSPD– 
12’’ (available at http://www.opm.gov/in-
vestigate/resources/finallcredentialingl

standards.pdf). 
(g) The DoD CIO shall: 
(1) In coordination with the USD(I), 

USD(P&R), and USD(AT&L), establish 
policy and oversight for CAC life-cycle 
compliance with Federal Information 
Processing Standards Publication 201– 
1. 

(2) Provide guidance regarding the 
use of DoD and non-DoD identification 
credentials on DoD information sys-
tems, including the Federal PIV cards, 
for authenticating to DoD network ac-
counts and DoD private Web sites. 

(3) Ensure that the DoD Public Key 
Infrastructure (PKI) conforms to all 
applicable FIPS to the greatest extent 
possible. 

(h) The Heads of the DoD Compo-
nents, the Director, USPHS, and the 
NOAA Administrator, shall: 

(1) Develop and implement Compo-
nent-level procedures for DoD directed 
policies and statutory requirements to 
support benefits eligibility through 
DEERS. 

(2) Develop and implement Compo-
nent-level ID card life-cycle procedures 
to comply with the provisions of this 
Instruction. 

(3) Ensure all DoD employees, uni-
formed service members, and all other 
eligible CAC applicants, including con-
tractor employees and other affiliate 
CAC applicants, have met the back-
ground investigation requirements ref-
erenced in paragraph (a)(3) of § 161.6 of 
this part prior to approving CAC spon-
sorship and registration. Background 
investigation status must be verified 
and documented by the sponsor or 
sponsoring organization in conjunction 
with application for CAC issuance. 

(4) Establish processes and proce-
dures as part of the normal check-in 
and check-out process for collection of 
the CAC for all categories of DoD per-
sonnel and contractor employees when 
there is a separation, retirement, ter-
mination, contract termination or ex-
piration, or CAC revocation. Since 
CACs contain personally identifiable 
information (PII), they shall be treated 
and controlled in accordance with 32 
CFR part 310, and DoD 5200.1–M, Vol-
ume 4, ‘‘DoD Information Security Pro-
gram: Controlled Unclassified Informa-
tion (CUI)’’ (available at http:// 
www.dtic.mil/whs/directives/corres/pdf/ 
520001lvol4.pdf). CACs shall be re-
turned to any RAPIDS issuance loca-
tion for proper disposal in a timely 
manner once surrendered by the CAC 
holder. 

(5) Provide appropriate space and 
staffing for all DoD ID card issuing op-
erations, as well as reliable tele-
communications to and from the De-
fense Information Systems Agency 
managed Non-Classified Internet Pro-
tocol Router Network. 

(6) Provide funding for CAC 
cardstock, printer consumables, and 
electromagnetically opaque sleeves to 
Defense Manpower Data Center 
(DMDC). 

(7) Protect cardstock and 
consumables in accordance with the 
guidelines and standards issued and 
maintained by DMDC. 

(8) In accordance with Federal Infor-
mation Processing Standards Publica-
tion 201–1, provide electromagnetic 
opaque sleeves or other comparable 
technologies to protect against any un-
authorized contactless access to the 
cardholder unique identification num-
ber stored on the CAC. 

(9) Manage the distribution and loca-
tions of CAC personal identification 
number (PIN) reset workstations. 

(10) To the maximum extent possible, 
and in accordance with DoD Compo-
nents’ designated accrediting authority 
guidelines, ensure networked 
workstations are properly configured 
and available for CAC holders to use 
the User Maintenance Portal-Post 
Issuance Portal (UMP–PIP) service. 

(11) Oversee supervision of TASS TAs 
and TA security managers and ensure 
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the number of contractors overseen by 
any TA is manageable. 

(i) The Secretaries of the Military 
Departments; Director, USPHS; and 
Administrator, NOAA, shall: 

(1) Appoint project officers from a 
level that represents the Service posi-
tion of the active, National Guard, and 
Reserve Components for personnel pol-
icy to serve on the Joint Uniformed 
Services Personnel Advisory Com-
mittee. 

(2) Comply with the provisions of this 
part and other related policy and pro-
cedural guidance from the Department 
of Defense. 

§ 161.6 Procedures. 
(a) The DoD ID card life cycle shall 

be supported by an infrastructure that 
is predicated on a systems-based model 
for credentialing as described in FIPS 
Publication 201–1. Paragraphs (a)(1) 
through (7) of this section represent 
the baseline requirements for the life 
cycle of all DoD ID cards. The specific 
procedures and sequence of order for 
these items will vary based on the ap-
plicant’s employment status or affili-
ation with the DoD and the type of ID 
card issued. Detailed procedures of the 
ID card life cycle for each category of 
applicant and type of ID card shall be 
provided by the responsible agency. 

(1) Sponsorship and eligibility. Spon-
sorship shall incorporate the processes 
for confirming eligibility for an ID 
card. The sponsor is the person affili-
ated with the DoD or other Federal 
agency who takes responsibility for 
verifying and authorizing the appli-
cant’s need for an ID card. Applicants 
for a CAC must be sponsored by a DoD 
government official or employee. 

(2) Registration and enrollment. Spon-
sorship and enrollment information on 
the ID card applicant shall be reg-
istered in DEERS prior to card 
issuance. 

(3) Background investigation. A back-
ground investigation is required for 
those individuals eligible for a CAC. A 
background investigation is not cur-
rently required for those eligible for 
other forms of DoD ID cards. Sponsored 
CAC applicants shall not be issued a 
CAC without a favorably adjudicated 
background investigation stipulated in 
FIPS Publication 201–1. Applicants 

that have been denied a CAC based on 
an unfavorable adjudication of the 
background investigation may submit 
an appeal in accordance with FIPS 
Publication 201–1 and Office of Per-
sonnel Management Memorandum, 
‘‘Final Credentialing Standards for 
Issuing Personal Identity Verification 
Cards under HSPD–12.’’ 

(4) Identity and eligibility verification. 
Identity and eligibility verification 
shall be completed at a RAPIDS 
workstation. Verifying officials (VOs) 
shall inspect identity and eligibility 
documentation and RAPIDS shall au-
thenticate individuals to ensure that 
ID cards are provided only to those 
sponsored and with a current affili-
ation with the DoD. RAPIDS shall also 
capture uniquely identifying charac-
teristics that bind an individual to the 
information maintained on that indi-
vidual in DEERS and to the ID card 
issued by RAPIDS. These characteris-
tics may include, but are not limited 
to, digital photographs and finger-
prints. 

(5) Issuance. ID cards shall be issued 
at the RAPIDS workstation after all 
sponsorship, enrollment and registra-
tion, background investigation (CAC 
only), and identity and eligibility 
verification requirements have been 
satisfied. 

(6) Use and maintenance. ID cards 
shall be used as proof of identity and 
DoD affiliation to facilitate access to 
DoD facilities and systems. Addition-
ally, ID cards shall represent author-
ization for entitled benefits and privi-
leges in accordance with DoD policies. 

(7) Retrieval and revocation. ID cards 
shall be retrieved by the sponsor or 
sponsoring organization when the ID 
card has expired, when it is damaged or 
compromised, or when the card holder 
is no longer affiliated with the DoD or 
no longer meets the eligibility require-
ments for the card. The active status of 
an ID card shall be revoked within the 
DEERS and RAPIDS infrastructure 
and the PKI certificates on the CAC 
shall be revoked. 

(b) The guidelines and restrictions of 
this paragraph apply to all forms of 
DoD ID cards. 

(1) Any person willfully altering, 
damaging, lending, counterfeiting, or 
using these cards in any unauthorized 
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